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• Advance model-based approaches and tools 
for representing human behaviors and 
assessing human-technology interactions  
• Integrate human models with technological 
system models to predict and purge 
unintended interactions arising from 
unforeseen combinations of decision logic
Unsecured objects were flagged, then a security requirement was 
formally written to ensure their secure storage.
Generation of Human Views with 
Monterey Phoenix
Research Results
• The behavior models in Innoslate enabled activity probabilities (for failure 
analysis) and durations (for mission completion time) to be assigned for 
Monte Carlo simulation of a subset of all possible scenarios
• The behavior models in MP provided exhaustive generation of all possible 
scenarios up to a specified scope and exposed some unanticipated 
interactions, including a vulnerability that could arise from an improper 
human-system interaction
Related Future Work
• Development of a NAVAIR-sponsored 
requirements verification and validation 
approach from this and other case studies that 
exposed unwanted behaviors in system designs 
(SERC RT-176)
• Assess integration of Framework for Assessing 
Cost and Technology (FACT) tool with MP and 
Innoslate
• Assign probabilities and durations natively in MP
• Innoslate-to-MP compiler to translate Innoslate 
action diagrams into MP code 
• Eagle6 MP implementation compiles Business 
Process Modeling Notation (BPMN) to MP code, 
and vice versa
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The MP Analyzer on Firebird first 
came online as a public web-
based tool in June 2015 for 




• Select a case study of interest (area clearance 
mission designed for students)
• Model human and technological system behaviors
‒ In Innoslate for statistical simulation of a 
subset of possible use case scenarios
‒ In Monterey Phoenix for the exhaustive set of 
possible use case scenarios
!
The MP model was re-run with the new security requirement 
to verify removal of the undesired behavior. 
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